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Abstract 
The enactment of the Cyber Crime Act, 2025, represents a significant evolution in Zambia’s 
legal framework for combating cyber threats. However, its specific implications for the 
protection of Critical Information Infrastructure (CII) remain unexplored. This paper 
presents a novel, scenario-based risk assessment framework to evaluate the impact of the 
new Act on Zambian CII sectors, including energy, finance, and telecommunications. The 
methodology involves a detailed analysis of the Act's provisions, the identification of key 
CII assets, and the development of plausible attack scenarios (e.g., ransomware attacks 
on the national power grid, SWIFT system compromises) to stress-test the regulatory 
environment. Our findings indicate that while the Act provides crucial legal tools for 
prosecution and information sharing, it introduces significant compliance burdens and 
potential operational complexities for CII operators. The study identifies critical gaps in 
incident response coordination and resource allocation. We propose a structured 
mitigation framework that integrates technical controls, governance policies, and public-
private partnerships to enhance CII resilience. This research provides policymakers, 
regulators, and CII operators in Zambia with a proactive tool for navigating the new 
legislative landscape, ultimately contributing to greater national cybersecurity resilience. 
Keywords: Cyber Crime Act 2025, Risk Assessment, Scenario-Based Analysis, Mitigation 
Framework, Zambia 
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1.0 INTRODUCTION 
The digital transformation of national economies has inextricably linked national security 
and economic prosperity to the resilience of Critical Information Infrastructure (CII) [1]. In 
Zambia, sectors such as energy, finance, water, and telecommunications increasingly rely 
on interconnected digital systems, making them potential targets for sophisticated cyber-
attacks [2]. Recognizing this threat, the Zambian government has undertaken substantial 
legislative reforms, beginning with the Cyber Security and Cyber Crimes Act No. 2 of 2021 
and the Data Protection Act No. 3 of 2021 [3], [4]. The recent promulgation of the Cyber 
Crime Act, 2025, aims to further strengthen this legal arsenal by addressing emerging 
threats and harmonizing with international best practices [5]. 
While the introduction of the Cyber Crime Act, 2025, is a commendable step, its practical 
impact on the security posture of Zambian CII is not yet understood. Legislation can have 
dual effects: it can mandate necessary security measures and foster collaboration, but it 
can also create compliance overhead, vague liability standards, and operational challenges 
that may inadvertently weaken security if not implemented carefully [6], [7]. Existing 
research on Zambian cyber law has focused on the 2021 Acts [8], [30], but a dedicated 
study on the intersection of the new 2025 Act and CII protection is absent. 
This paper addresses this gap by posing the following research questions: 

i. What are the specific obligations and implications for Zambian CII operators under 
the Cyber Crime Act, 2025? 

ii. What are the most critical risk scenarios facing Zambian CII in the context of this 
new legal regime? 

iii. What mitigation strategies can be developed to enhance CII resilience while 
ensuring compliance? 

To answer these questions, we develop and apply a scenario – based risk assessment 
framework. This approach moves beyond theoretical analysis to model real – world attack 
vectors, providing a pragmatic view of systemic vulnerabilities [9], [10]. The primary 
contribution of this work is a structured, actionable framework that enables Zambian 
stakeholders to proactively identify, assess, and mitigate risks to CII within the new legal 
environment established by the Cyber Crime Act, 2025. 
The remainder of this paper is structured as follows; Section II reviews related work. 
Section III details the materials and methods. Section IV presents and discusses the results 
of the scenario analysis. Section V concludes the paper and suggests future research 
directions. 

 
 2.0 RELATED WORKS 
This research sits at the intersection of cyber law, Critical Information Infrastructure 
Protection (CIIP), and risk assessment methodologies. The related literature is reviewed 
under these three themes. 
a. Critical Information Infrastructure Protection (CIIP) Frameworks 

Globally, the protection of CII is guided by established frameworks. The National Institute 
of Standards and Technology (NIST) Cybersecurity Framework (CSF) 2.0 provides a widely 
adopted voluntary framework for managing cybersecurity risk, emphasizing governance 
and supply chain security [11]. Similarly, the European Union Agency for Cybersecurity 
(ENISA) offers methodologies for identifying CII and managing cross-border risks [12], [8]. 
Theoharidou and Gritzalis [7] provide a comprehensive analysis of risk-based approaches 
to CIIP, arguing that a one-size-fits-all model is ineffective. In the African context, the 
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Southern African Development Community (SADC) has developed a Regional Critical 
Infrastructure Protection Programme Framework [13], and countries like Ghana [33] and 
South Africa [35] have advanced their own CII directives, offering valuable comparative 
case studies for Zambia. 
b. Cyber Law and its Impact on CII 

The relationship between legislation and CII security is complex. Muthuri and Kabanda [29] 
conducted a comparative analysis of cybercrime laws in the SADC region, highlighting 
disparities in legal definitions and enforcement capacities. Research by Chewe [30] on 
Zambia's earlier cyber laws pointed to challenges in implementation and capacity building. 
A key area of concern in legislation is the concept of intermediary liability and "duty of 
care" for service providers, which can impact how CII operators manage their networks 
[6]. Lewis [14] emphasizes that effective CIIP legislation must facilitate, not hinder, 
information sharing between the public and private sectors. 
c. Scenario – Based Risk Assessment Methodologies 

Traditional risk assessment methods are often static. Scenario-based planning and 
wargaming have emerged as dynamic alternatives for understanding complex cyber 
threats [9], [15]. Axelrod [16] demonstrates the utility of simulation for researching cyber 
conflict dynamics. Carin et al. [10] advanced cyber threat scenario modeling specifically for 
CII, focusing on cascading effects. In the African context, Tuyikeze and Abrahams [24] 
explored the application of attack graphs for proactive defense, underscoring the 
relevance of these techniques to the region's unique challenges. 
While these works provide a strong foundation, none have applied a scenario-based 
methodology to analyze the impact of Zambia's specific and newly enacted Cyber Crime 
Act, 2025, on its CII. This paper seeks to fill this niche. 

 3.0 METHODS 
This study employed a qualitative, scenario-based risk assessment methodology, 
structured in four phases, as illustrated in Fig. 1. 

 
Figure 1: Research Methodology Flowchart (Phases 1-4) 
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a. Phase One, Legislative and Policy Analysis 
The first phase involved a detailed document analysis of the primary legal texts governing 
cybersecurity in Zambia: the Cyber Security and Cyber Crimes Act No. 2 of 2021 [3], the Data 
Protection Act No. 3 of 2021 [4], the National Cyber Security Strategy (2024-2028) [2], and 
the seminal text for this study, the Cyber Crime Act, 2025 [5]. The analysis focused on 
extracting provisions directly relevant to CII operators, such as: Definitions of Critical 
Information Infrastructure. Mandatory security obligations and reporting requirements 
(e.g., for data breaches or significant cyber incidents). Powers granted to regulatory 
bodies like ZICTA, Liability and penalty clauses for non-compliance. 

b. Phase Two, CII Sector Profiling and Asset Identification 
Based on the Zambian National Critical Information Infrastructure Policy Framework [31] 
and global standards [12], key CII sectors were selected for focus: Energy (e.g., ZESCO's 
grid control systems), Finance (e.g., Bank of Zambia's payment systems, commercial bank 
networks), and Telecommunications (e.g., core network infrastructure of major 
providers). For each sector, critical assets were identified through a review of public 
infrastructure reports and sector-specific guidelines, such as those from the Bank of 
Zambia [32]. 

c. Phase Three, Scenario Development and Risk Analysis 
This core phase involved developing three high – impact, plausible attack scenarios 
designed to stress-test the legal and operational framework: 

i. Scenario A (Energy Sector), a sophisticated ransomware attack encrypts the 
control systems of a major power generation facility, causing a multi-day regional 
blackout. 

ii. Scenario B (Finance Sector), a coordinated SWIFT system compromise targets a 
major Zambian commercial bank, leading to fraudulent high-value international 
transfers. 

iii. Scenario C (Telecommunications Sector), a state – sponsored DDoS attack disrupts 
a major mobile network operator’s core system, affecting national 
communications. 

For each scenario, we conducted a structured analysis using a risk matrix based on 
likelihood and impact [7]. The analysis evaluated the scenario's implications before and 
after the implementation of the Cyber Crime Act, 2025, focusing on legal preparedness, 
incident response coordination, and attribution capabilities. 

d. Phase Four, Mitigation Framework Development 
The findings from Phase 3 were synthesized to develop a multi – layered mitigation 
framework. This framework integrates technical, governance, and collaborative measures 
aligned with the NIST CSF 2.0 [11] and tailored to the requirements and gaps identified in 
the Zambian legal context. 
 

4.0 . RESULTS AND DISCUSSION 
a. Key Provisions of the Cyber Crime Act, 2025, Affecting CII 
The analysis of the Act revealed several pivotal provisions. It provides a clearer, more 
expansive definition of CII, encompassing cloud – based control systems. It introduces a 
strict 24-hour mandatory reporting window for significant CII incidents to ZICTA, a 
significant reduction from the 72 hour window for personal data breaches under the Data 
Protection Act [4], [5]. The Act also grants ZICTA enhanced audit and inspection powers 
and establishes stronger provisions for national – level information sharing. 
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b. Scenario Analysis Results 
The application of the scenarios yielded critical insights: 
i. Scenario A (Ransomware on Energy Grid), the Act empowers a swift, centralized 

response led by ZICTA and the National CERT [5]. However, the 24-hour reporting 
mandate poses a severe challenge, as initial incident containment and assessment 
within such a short time frame may be technically infeasible for many operators [17], 
potentially leading to non-compliance penalties during a crisis. The framework in [11] 
would recommend isolating affected systems, but the legal pressure to report 
immediately could conflict with operational recovery priorities. 

i. Scenario B (SWIFT Compromise), the Act's provisions for cross – border 
collaboration are crucial here, as financial crimes are inherently international [29]. 
The mandatory information sharing framework can help quickly disseminate threat 
indicators to other banks. However, concerns regarding liability and the protection 
of shared sensitive information could hinder full participation from private entities 
[6], [14]. The Bank of Zambia's guidelines [32] would need to be explicitly 
harmonized with the new Act. 

ii. Scenario C (DDoS on Telecoms), the Act's recognition of attacks on 
telecommunications as a national security issue is a key strength. It provides a legal 
basis for invoking national security protocols and seeking international cooperation 
from bodies like INTERPOL [50]. The primary risk identified is the potential for 
unclear thresholds when does a disruptive event become significant enough to 
trigger the full CII response protocol? This ambiguity could lead to delayed 
escalation. 

c. Proposed Mitigation Framework 
To address the identified risks, we propose a mitigation framework with three pillars: 

i. Technical and Operational Controls, CII operators must implement robust security 
measures aligned with the NIST CSF 2.0 [11] and sector-specific guidelines [32], [36]. 
This includes network segmentation, continuous monitoring, and regular scenario-
based exercises [10], [15]. 

ii. Governance and Compliance, Organizations should develop clear internal policies 
that map legal obligations to operational procedures. This includes establishing 
precise internal reporting chains to meet the 24-hour mandate and conducting gap 
analyses against the new Act. 

iii. Collaborative Public – Private Partnerships (PPPs), ZICTA should establish formal, 
trusted channels for information sharing, ensuring anonymity and liability 
protection where appropriate [14]. Regular table-top exercises involving 
government agencies and CII operators are essential for building trust and testing 
coordination under the new law. 
 

 5.0 CONCLUSION 
This paper has presented a scenario – based risk assessment of the impact of Zambia's 
Cyber Crime Act, 2025, on the nation's Critical Information Infrastructure. The findings 
demonstrate that the Act is a double – edged sword it provides essential legal tools for a 
coordinated national response to serious cyber incidents but also introduces significant 
compliance and operational challenges for CII operators. The strict reporting timelines, 
while intended to ensure swift action, may be pragmatically difficult to meet and could 
disincentivize transparent reporting during a crisis. 
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The proposed mitigation framework offers a path forward, emphasizing the need for a 
holistic approach that combines technical security, clear governance, and strengthened 
collaboration. The successful protection of Zambian CII will depend not only on the letter 
of the law but on the effective, pragmatic, and collaborative implementation of these 
measures by all stakeholders. 
Future work will involve quantitative modeling of the cascading effects of the identified 
scenarios and empirical research through interviews with Zambian CII operators and 
regulators to validate and refine the proposed framework. 
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